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RareBooksClub. Paperback. Book Condition: New. This item is printed on demand. Paperback. 88 pages.
Original publisher: Gaithersburg, MD: U. S. Dept. of Commerce, National Institute of Standards and Technology,
2008 OCLC Number: (OCoLC)234292908 Subject: Extranets (Computer networks) -- Security measures --
Standards -- United States. Excerpt: . . . UIDE TO NS G SSL VP protect connections with multiple links, such as
establishing a VPN over the Internet. An Internet-based connection is typically composed of several physical
links chained together; protecting such a connection with data link layer controls would require deploying a
separate control to each link, which is not feasible. Data link layer protocols have been used for many years
primarily to provide additional protection for specific physical links that should not be trusted. Because they
can provide protection for many applications at once without modifying them, network layer security controls
have been used frequently for securing communications, particularly over shared networks such as the
Internet. Network layer security controls provide a single solution for protecting data from all applications, as
well as protecting IP information. Nevertheless, in many cases, controls at another layer are better suited to
providing protection than network layer controls. For example, if only one or two applications need protection,
a network layer control may be excessive. Transport layer protocols such as SSL are most commonly used to
provide security for communications with individual HTTP-based applications, although they are also used to
provide protection for communication sessions of other types of applications such as SMTP, Point of Presence (
POP ), Internet Message Access Protocol ( IMAP ), and File Transfer Protocol ( FTP ). Because all major Web
browsers include support for TLS, users who wish to use Web-based applications that are protected by TLS
normally do not need to install any client...
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