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Original publisher: Washington, D. C. (1800 G Street, N. W. , Suite 8-130, Washington) : Critical Infrastructure
Assurance OCice, 2000. LC Number: QA76. 9. A25 P822 2000 OCLC Number: (OCoLC)43704705 Subject: Computer
networks -- Security measures -- Government policy -- United States. Excerpt: . . . Practices for Securing Critical
Information Assets Page 9 Chapter II. Identifying Critical Assets and Conducting A Vulnerability Assessment Key
Terms Critical Asset An asset that supports national security, national economic security, and or crucial public
health and safety activities. Any circumstance or event that could harm a critical asset Threat through
unauthorized access, compromise of data integrity, denial or disruption of service, or physical destruction or
impairment. Vulnerability assessment An examination of the ability of a system or application, including
current security procedures and controls, to withstand assault. A vulnerability assessment may be used to ( 1 )
identify weaknesses that could be exploited; and ( 2 ) predict the eCectiveness of additional security measures in
protecting information resources from attack. Vulnerability audit The process of identifying and documenting
specific vulnerabilities in critical information systems. Introduction Water, electricity, gas, communications (
voice and data ), rail, aviation, and other critical functions are directed by computer controls over vast
information systems networks. The threat is that in a future crisis a criminal cartel, terrorist group, or hostile
nation will seek to inflict economic damage, disruption and death, and degradation of our defense response by
attacking those critical networks. Director of Central Intelligence George Tenet testified to Congress: The threat
is very 1 real. AIer an organization has established its security policy, the next three tasks should be to identify
critical assets, conduct appropriate vulnerability assessments, and review the multitude of possibl....
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